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MpoBepbTe, BCe Nn SSL-cepTudmnKaThl B LEeNOYKE AENCTBUTENbHLI, @ TakK)XXe NPoBepbTE,
npucytcTeyeT am URI cnncka oT3biBa cepTUPUKATOB. B OCHOBHOM MPUIOXKEHUN €CTb BO3MOXXHOCTb
MpoBepUTb cepTudmUKaThl ON9 KIMEHTOB Ha BaweM KoMmnbtloTepe (-check-clients) nnm Ha yaaneHHom

xocTe (-check-servers), WeNKHYB COOTBETCTBYIOLLYIO ONunto. KnmeHT SSL Tak)xe MOXKHO

NCNosib30BaTh 414 NepBOHaYa/IbHOW MPOBEPKM CeEPTUDPNKATOB CcoegnHeHnn ¢ cepsepoM. HT1obebl
3arpy3unTb U ncnosb3osaTb FireDaemon Inspektor, oTkponTe 1 3arpy3nTe 6ecnnaTHyO BepCUio
FireDaemon Inspektor V0.2.3 gna Windows. Kak ucnonb3oBaTb FireDaemon Inspector: OTkponTe
KOMaHAHOe OKHO 1 3anycTuTe KAMeHT SSL ¢ napamMmeTpamMu NoAKIIOYEHUS 1N cepTudmKaTamMm
LLenoYKkun cepeepa. B ananorosom okHe oTobparkaeTcs XOL4 BbINOJHEHUS, @ AONONHUTENbHAA
MHpOopMaLKMa OOCTYMHa B OKHe XXYpHasa. 3arpy3mte U NCnosib3ynte KaneHT SSL gnsa Unix:
BbibepunTe Bknagky «UNIX» n BbibepuTe cCbiniky o5 3arpy3kn. OTKpPONTe 3arpy>XeHHbI ann n
ABakAbl WenKHUTe ncnonHsaemoln hann «firemon XXXX YYYY ZZZZ». Ona XXXXX, YYYYY n ZZ7Z77
3aMeHNTe Yncna CepMnHbLIM HoMepoM cepTudurkaTa, MMEHEM N NMeHeM cepBepa COOTBETCTBEHHO.
Hanpumep: gnsa XXXXX, YYYYY n ZZZZZ 3ameHUTe HOMepa ciegywmmMmmn ceptugpmnkatamu: 1101924,
1088922, 1089018 cooTBeTCTBEHHO. IcnonHsAeMbIn ann OOJIKEH HAaX0OUTbCA B TOW XKe narnke, 4To
M 3arpy>xeHHbin pann. FireDaemon Inspektor — a1o 6ecnnaTHOE NpMAOKEHNE KOMaHAHOW CTPOKK C
OTKPbITbIM NCXOAHLIM KOAOM, KOTOPOE NpoBepseT AeNCTBUTENIbHOCTb SSL-cepTndmnkaTos 1
Lenoyek. KoHCoNbHOE NpUNoXKeHMe NPoCcToe B UCNOJIb30BaHUM U MOMOraeT NpoBepsATb
cepTudUKaThbl LENOYKM CEPBEPOB N CePTUPUKAThI KIMEHTOB. [poBepka cepTURUKATOB BPYUHYIO
3aHMMaEeT MHOI0 BpEeMEHU, MO3TOMY KpalHe Ba)KHO MMETb MHCTPYMEHT, NO3BOSAIOWNIA AenaTb 3TO
bbicTpee n KavecTBeHHee. C noMouwblo FireDaemon Inspektor Bbl MOXKeTe npoBepuTsb,
ODeNCTBUTENbHbI 1N Bawun SSL-cepTudmkKaTbl N LenoYvkn, a ona ceptugukatos X.509 (PKI) Bbl Takxe
MOXKeTe NMPOoBEPUTb CNMUCOK 0T3biBa cepTudukatoB (CRL) oT opraHa, ony6snkoBaBLUEro OT3bIB.
Moponep>xuBatowwine Habopobl: MHcnekTop FireDaemon: FireDaemon Inspektor aBnseTcsa 0oCHOBHbIM
npunoxxeHunem. FireDaemon Inspektor npegHa3sHa4vyeH A48 NCMOJb30BaHMA CO Caeaylowmnmm
naketamu: NHcnekTop FireDaemon: Kak FireDaemon Inspe
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SSL-knmneHT ana Windows ( Insa xakepoB Beb-nHppacTpykTypbl MoaroToBka NabopaTopum
UNPOBO KPUMNHANUCTUKN TpebyeT MHOIro pecypcoB, BpeMeHun n geHer. Hap 3TuM npoekTom
paboTanio Tak MHOIO JIl0AEN, YTO HEKOTOpPbIE BELLN, KaK MPaBuo, YCKOMb3aan N3 BUAY. dTa CTaTbs
MOMO>XET BaM HaCTPOUTb AOJ/IKHbIM 06pa3oM noAroToBeHHY NabopaTopuio LM pPOoBOWA
KPUMUHANCTUKK. Bbl 6osblLLEe He OrpaHnYeHbl PU3NYECKUMU AlLMKaMn B TabopaTopum, KoTopble
cnyyYanHbIM 06pa3oM coeguHeHbl Apyr C APYroM, orpaHmn4neas o61acTb NCCIefOBaHNSA TOJIbKO
3TUMK AwmMKamun. NepsBoe, YTO Bbl LO/IKHbI coenaTh, 3TO BbibpaTb 06opynoBaHue. HactoaTesibHO
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pPEKOMEHAYEeTCSA MCMONb30BaTh JIOTMYHOE MHOIMOMNO/Ib30BaTeIbCKoe pelwleHne OC, KoTopoe cnenyeTt
NCMNosb30BaTb B Ka4eCTBE OCHOBbI A5 Bcen nabopaTopun. B cBoeM npefbiayLiem nocrte s
ynomaHyn Redhat Atomic Host n 06b5iCHMA, Kak HAaCTPOUTbL €ro A9 NCMOoJIb30BaHUS B LM POBON
KpMMUHanNUcTuKe. nsa cnegywowmx npouenyp 8 npeanosarato, YTo Bbl Y)Ke YCTaHOBUAN U
HacTpounm Atomic Host. B 3Ton cTaTbe 5 cCOCpenoTo4yChb TONLKO Ha cepBepax Windows. Opyrue
onepaumMoHHbIe CUCTEMbl AOJIXKHbI ObITb NPOCTLI B HACTpOKiKe. [NepBoHavanbHO 415 Ballen
nabopaTopun noTpebyeTca Mo KpanHen mepe oanH hrsnvecknin 6oKc ¢ NnpenyCcTaHOB/IEHHON
Windows Server. lNpeanoyTuTenbHO, Bbl A06aBUTE HECKOIBKO (PM3MYECKMX AWMKOB. Microsoft
B3MMaeT nnaTy 3a cepBepbl Windows, Tak 4To, N0 KpanHen Mepe, BaM NOHaAobMTCA HECKOIbKO
CepBepoB, KOTOpbIE Bbl HE ByaeTe NCNoJsb30BaTb B MPOM3BOACTBEHHLIX Lensax. B nabopatopuu
noTpebyeTcs Kak MUHUMYM ABe KOPobku. Heobxoammo nmeTtb XoTs 6bl 04HY KOPOOKY C
yCTaHOBJIEHHbIM CEPBEPOM, HO B 3TOoM nniabopaTopHoi paboTe y Bac byfeT HECKONIbKO CEpPBEPOB U
KOMMbIOTEPOB, BbIMOJHAWMX pasnnyHbie hyHKLMN. ITO MOryT ObiTb CepBepbl, HOYTOYKN,
TenedgoHbl, Kamepbl U Nobble gpyrue CUCTEMbI, KOTOPbIE Bbl XOTUTE NCMOJIb30BaTb. ITa
nabopaTopus TpebyeT: . He MeHee OByx cepBepoB Windows . Mo KpaliHen Mepe ofHa cucTema,
KOTOPYIO Bbl MOXXETE UCMO0JIb30BaTb AJ15 Pa3/IMyYHbIX Lenen, OT CKaHNPOBaHUSA A0 BOCCTAHOBJIEHNSA C
OTKPbITbIM NCXOAHLIM KOAOM . CEPBEP A1 MOHUTOPMHra . cepeep AJ18 pasmelleHuns Beb-cepeepa
TIGER . cepBep Kak cbopoyHasa hepMa . pm3nyeckas Uim BupTyasbHasa CTaHUMA BU3yanm3aumnm 4
6yny ncnonb3oBaTb ABa Windows Server ans scen nabopatopuu, Ho ay4duwe 6onblie aByx.4
cobupatocb 3anycTuTb BCto NabopaTopmio Ha HOyTHByke Lenovo T730 (KOTOpbI S BKAOYX B
nabopaTopuio), a BTopon HOyTOYK g Bbyay ncnonb3oBaTb AN aAMUHUCTPATUBHLIX Lenen. Boibop
obopypnoBaHus Bam noHapobutcsa oamnH cepesep Windows Ha 6a3e Intel, paboTatownin B 64-6UTHOM
pexxume, n ewe oanH B 32-6uTHOM pexnme. Cepsep, paboTaownii nog ynpasieHnem
32-pa3psgHon Bepcuu, byaeT nCnonb30BaThbCA AN 3arpy3kn 32-pa3psanHoro cepsepa TIGER, a
TakK)Xe CUCTEMbI, KOoTopasa byaeT MCnonbL30BaThbCA ANA Co34aHns obpa3a B peasibHOM BPEMEHW.
1709e42c4c
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Mpnno)xeHne Noka3blBaeT OENCTBUTENIbHOCTb LLENOYKM BCex cepTudumnkatoB SSL/TLS. FireDaemon
Inspektor — 3TO MHCTPYMEHT KOMaHAHOW CTPOKU, pa3paboTaHHbIN 015 NPOBEPKU
OencTeuTenbHoCcTU cepTudmkaToB TLS n SSL n ogHOBpeMEHHOW NPOBEPKU LLEeMO4YKN 4OBEPUS.
NHCTpYMeHT He TpebyeT HacTpoOMKK, Tak Kak SSL-cepTudmKaTbl HaCTPanBatoTCA aBTOMaTUYECKN.
Kpome Toro, MHCTPYMEHT Tak>Xe npefocTaB/ifeT napaMmeTpbl KOHPUrypaumm, Kotopble No3BosIfioT
BaM yCTaHaB/IMBaTb cepTudmKaThl B hanax cepTugumnkaTos n B popmaTte PEM, npuHMMaTh
CTaHOapTHbIE UK HacTpavBaeMble UMeHa XO0CTOB, co3AaBaTh Parbl pem u crt u NnpoBepsATh
Hajlm4me CNMcKa OT3bIBa cepTudukaToB. MNpunoxeHne nogaep>xxmsaet OC Win32. NMoaTomMy OH
cosMmecTumM ¢ Windows 2003, XP, 2000, Vista, 7 n 8. Pasgensl: Npenmyliectsa FireDaemon Inspector:
Bonee npocToe ynpaBneHue cepTudgukatamm SSL n TLS, yem B 60/1bLLMHCTBE CYLLECTBYOLLNX
peweHnin. CeptndukaTtbl SSL n TLS MOXKHO HaCTPOUTb Yepes KOMaHOHY CTPOoKYy. KnneHT SSL B
KOMaHOHOW CTpoKe MoXeT bbiTb 04eHb YA0OHbIM 1 Mosie3HbIM AS19 HEKOTOPbIX aogen. Obwune
cny>xebHble MPUIo>KeHN MOryT UCMOJIb30BaTb 3TOT UHCTPYMEHT OJ1 NPOBEPKM AENCTBUTENbHOCTY
cepTudukaToB SSL n TLS n nx uenoyek. lNMpoBepseTcsa Ka4ecTBoO cepTuUdukaToB SSL u TLS, a Takxe
COBMECTUMOCTbL C LiernoYvykon gosepus. MNMpunoxxeHne He TpebyeT HAaCTPOMKK, Tak Kak SSL-
cepTudmrKaTbl ONpeaensTca aBToMaTuyeckn. ECnm Ba)kHa TOJIbKO LiernoYvka cepTudukaymm, To
WHCTPYMEHT — Nydllee pewleHune. NpunoxxeHne nogoep>xmMBaeT HECKOJIbKO CEpPTURPNKaTOB.
OrpaHunydeHnsa nHcnektTopa FireDaemon: NHCTpyMeHT 6bin pa3paboTaH ons npoBepkun
OEeNCTBUTENbHOCTU cepTudmkaTos SSL n TLS. MHCTpyMeHT He npoBepseT AaThl UICTEeYeHNS CPoKa
OencTBua cepTudunKaTos. IHCTPYMEHT He NpoBepseT AaTbl NCTEYEHUS CPOKa AENCTBUSA
ceptTudukaTtos LC. MHCTpYyMeHT nNpoBepsieT TOJIbKO NPaBuJIbHOCTb TeKyLlen AaTbl N BpeMeHN.
Ncnonb3oBaHne nHcnektTopa FireDaemon: NHCTPYMEHT MOXHO 3anyCTUTb Yepe3 KOMaHOHYI0
CTPOKY, HO MHCTPYKLUMK NpuBeaeHbl HUxe: FireDaemon Inspektor — MHCTPYMEHT KOMaHOHOW
CTPOKWN, KOTOPbLIN NMpoBepseT AENCTBUTENLHOCTb LenoYykn ceptudmnkatoB SSL n TLS. Ecnn Bbl
XOTUTE UCMOJIb30BaTb MHCTPYMEHT B MakKeTHOM peXxunMme, Bbl MOXKeTe 3anyCTUTb NMporpamMmmy c
onuunen «-b» (oNs NakeTHoOro pe)xnma). B NpoTUBHOM Cly4ae Bbl MOXKETEe 3anyCTUTb MHCTPYMEHT C
napamMeTpoM «-C», 4T0bbl NPOBEPUTb AENCTBUTENLHOCTb cepTudumnkaTa SSL nam TLS no ymonyaHuio.
Hanpumep: NHcnekTop FireDaemon -¢c MIHCTPpYMEHT KOMaHOHOM CTPOKN MOXKHO 3anyCTUTb C
MOMOLLbIO

What's New In FireDaemon Inspektor?

Ha4aBLWNCb KaK MPOEKT C OTKPbITbIM NMCXOAHBbIM KOAOM Ha WWW.QOoss.com, Inspektor Tenepb
ABnsAeTca opuunanbHbIM KOMMoHeHTOM FireDaemon. BmecTe ¢ FireDaemon v0.9.6 Inspektor Takxe
COLEPXUT peanunsaunm KaMeHTa n cepsepa KOMaHAHON CTPOKKU, a Takxe c/efyoLlmne NpuioKeHus:
--SS|-KNMeHT; --ssl-cepBep; --sSI-CMNCOK-XOCTOB; --Crl-NpoBepuThb; --Crl-cnncok-nyTh. NMoakoMaHaa
«--ssl-client» 3anyckaeT kKnnMeHT SSL noBepx KoMaHAbl «connect». OH B OCHOBHOM WUCMOJ/b3yeTCcs A
MPOBEPKN AENCTBUTENILHOCTU LENOYKN CEPTUPMKATOB N MPOBEPKUN CMUCKOB OT3biBa CEPTUPUNKATOB
(CRL) xocToB. lNogkoMaHga «--ssl-server» 3anyckaeT CepBepHYIO YacTb coeguHeHumns SSL. OH
npocnyLwwmneaeT /ip/port, kKoTopbin 6bI1 NepenaH nogkoMaHae «--ssl-client», n nposepser,
COOTBETCTBYET /I OH KakoMy-1Mbo 13 npenocTaBsieHHbIX XOCTOB. [MlogkomMaHOa «--ssl-list-hosts»
MpocTo oTobparkaeT CNMUCOK XOCTOB, KOTOpble OblIM NpenocTaB/ieHbl MoAKOMaHAe «--ssl-client».
MookomaHpaa --crl-check nposepsieT Hann4me CRL URI. NoakomaHaa «--crl-list-path» ncnonb3lyetcs
ans ykasaHusa mectononoxeHus CRL URI. NMoakomaHaa «--crl-list-path» ncnonb3yerca ong ykasaHus
MecTtononoxeHnsa CRL URI. MpumMep: HavyaBLWINCb KakK NPOEKT C OTKPbITbIM NCXOOHbIM KOOOM Ha
www.qoss.com, Inspektor Tenepb ABnseTcs opuumanbHbiM KOMNOHEHTOM FireDaemon. BmecTe ¢
FireDaemon v0.9.6 Inspektor Tak>xe cooep>XuT peannsaummn KJMeHTa n cepeepa KOMaHAHOW CTPOKMU,
a TakXe crnepytoume npunoXXeHus: --ssl-knneHT; --ssl-cepsep; --ssl-CNMCOK-X0CTOB; --Crl-NpoBepuTh;
--crl-cnncok-nyTb. NMogkoMaHaa «--ssl-client» 3anyckaeT KnMeHT SSL noBepx KOMaHAbl «connect».
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OH B OCHOBHOM MCMNOJIb3yeTCAa A1 NPOBEPKU LEeNCTBUTESIbHOCTU LLEeNoYKN cepTUPUKaToB "
MPOBEpPKM CMUCKOB OT3biBa cepTudukaToB (CRL) xocTos. NognporpamMmma «--ssl-server»
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System Requirements:

OnepauvoHHas cuctema: BuHpgosc 8, 7, Bucta Mac OS 10.6 Jlunykc (YOyHTY) MamaTb: 2 I'b
onepaTuBHOM NamaTu Mpoueccop: Intel Core 2 Duo ¢ TakToBon Yactoton 1,4 'y 2 'b onepaTuBHOM
namaTtn Fpagmka: Radeon HD 4350 wnun Nvidia GeForce 9800 GT »XecTknin guck: 12 'b csobogHoro
MecTa 3ByKOBas KapTa: YCTPONCTBO BbiBOAA 3BYKA (ANHAMUKN/HAYLWIHUKN) BOMKHO BbITb BKJIOYEHO
B HacTponKax cuctemsl. ObpaTnuTe BHUMaHne, opyron BbiBOL
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